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Networks made easy!

Link Aggregation Groups

Doppelt so viel Leistung bei mehr Redundanz!

Networks made easy!
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Ablauf
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Problem: Redundanz und Ausfallzeit?

Was sind LAGs?

Welche Mdglichkeiten gibt es LAGs einzustellen?
Was sind die Load-Balancing Methoden?

Besonderheiten
- Cisco
- Netgear
- Aruba
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Redundanz in Netzwerken

Wie konnen wir Ausfalle minimieren?

Networks made easy!
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Redundanz in Netzwerken

1 2

Doppelte Verkabelung Topologie

/////////

Networks made easy!
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Doppelte Hardware
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SYYOMLIN

.

Networks made easy!

STP: 30 Sekunden
RSTP: 1 Sekunde
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Networks made easy!

Warum Ausfalle riskieren, wenn:

Wir mehr Bandbreite und keine Dropouts haben
konnen!



Was sind LAGs?

Link-Aggregation-Groups im Detail

Networks made easy!
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Networks made easy!
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SHYOMLIN
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Static LAG vs LACP

Static [AG LACP - Link Aggregation Control Protocol
- Statische Konfiguration - Dynamische und Automatische Konfiguration
- Muss handisch gemacht werden - Unterschiedliche Timeout-Werte:

- Link Down wird als Indikator genommen - FastPeriodic Time - Tsecond

= Hilft nicht bei Medienkonvertern - Slow Periodic Time - 30 seconds
- Short Timeout Time - 3 seconds

- Long Timeout Time - 90 seconds
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LACP

PDUs

11.03.2024

Subtype Version TLV_Type Actor Info. A _ctc?r" Actor Key Act_or P 9 rt Actor Port | Actor State Reserved
1 Byte Number Actor Info. Length Pirioritat 2 Byte Prioritat 2 Byte 1Byte 3 Byte
1 Byte 1 Byte 1 Byte 2 Byte 2 Byte
_ TLV_Type | Partner Info P_a_rtn_ef Partner Part|_1er_ I?ort Partner Port |Partner State|ll Reserved
»| Partner Info. Length Pirioritat System ID Prioritat 2 Byte 1Byte 3 Byte
1 Byte 1 Byte 2 Byte 6 Byte 2 Byte
‘ TLV_Type Collector Collector Reserved | other TLVs TLV-_Type Terminator Pad
»| Collect. Info. | Info. Length | Max Delay 12 Byte » N Byte Terminator Lentgh 50- N Byt
1 Byte 1 Byte 2 Byte 1 Byte 1 Byte

NETWORKS
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Actor State

LACP PDUs

Partner State
1 Byte

W

NETWORKS

Synchron- Short LACP

ization Aggrgg""tm“ Timeout Activity

Bit 4 Bit 2 Bit 1

Expired Defaulted |Distributing| Collecting

Bit 8 Bit 7 Bit 6 Bit 5
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* Slow Protocols
* Link Aggregation Control Protocol
LACP Version: 8x@1
TLV Type: Actor Information (8x81)
TLV Length: 6x14
Actor System Priority: 1
Actor System ID: Cisco 4e:9c:b3 (00:bP:el:4e:9c:b3)
Actor Key: 16888
Actor Port Priority: 1
Actor Port: 18
* Actor State: 8x45, LACP Activity, Aggregation, Defaulted
..1 = LACP Activity: Active
..8. = LACP Timeout: Long Timeout
. -1.. = Aggregation: Aggregatable
... B... = Synchronization: Out of Sync

...8 .... = Collecting: Disabled

..8. .... = Distributing: Disabled

1.0 ... = Defaulted: Yes

B... .... = Expired: No
[Actor State Flags: *F***GE*AQ]
Reserved: 008808
TLV Type: Partner Information (8x82)
TLV Length: 8x14
Partner System Priority: @
Partner System: 908:00:00 PP:00:00 (PP:P0:00:00:90:00)
Partner Key: @
Partner Port Priority: @
Fartner Port: @

¢ Partner State: @xdc, Aggregation, Synchronization, Defaulted

[Partner State Flags: *F**S5G**]
Reserved: 008808
TLV Type: Collector Information (8x83)
TLV Length: 6x16
Collector Max Delay: @
Reserved: BB800PEB0EEEEEEE000BE0008
TLV Type: Terminator (8x80)
TLV Length: ©x8e
Pad: P0E0POECEEEEEEELEEEEEECEEEEE0RPEEEREECREEEEEERE0EREEEEAEAEEEEE0EEREEAERAREEEREEREEEAEEEREEERCE0REEEE



Actor System ID: Cisco 4e:9c:b3 (88:bB:el:4e:9c:b3)
Actor Key: 1066
Actor Port Priority: 1
Actor Port: 19
Actor State: @x45, LACP Activity, Aggregation, Defaulted
..1 = LACP Activity: Active
..8. = LACP Timeout: Long Timeout
.1.. = Aggregation: Aggregatable
... B... = Synchronization: Out of Sync
...8 .... = Collecting: Disabled
..8. .... = Distributing: Disabled
1.. .... = Defaulted: Yes
B... .... = Expired: No
[Actor State Flags: FFF*F*FGFA]
Reserved: 000060
TLV Type: Partner Information (8x82)
TLV Length: éxl14
Partner System Priority: @
Partner System: 90:80:00 P0:00:00 (PO:P0:P0:00:00:08)
Partner Key: 8



Port-Mirroring

Der kleine Spion!

Networks made easy!
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SWITCH

Copied
Facxkels
PC1 MONITORING
SERVER DEVICE
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Local Port Mirroring

Eth 1/1
Source Port

Client Device
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Internet

Switch

Eth 1/2

Original Message
Mirrored Message

Destination Port

e

Monitoring Device
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Remote Port Mirroring
Original Message

Internet ---- Mirrored Message
— Uplink

Switch 1 Switch 2

Eth 1/3
Source Port

Eth 1/3
Destination Port

Client Device Monitoring Device
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Source

Destination
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Networks made easy!

Port-Mirroring != Port-Forwarding



Was sind MLAGS?

Multi-Chassis-Link-Aggregation-Groups

Networks made easy!
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Switch A

Peer Link

-]

Networks made easy!

switch B
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MLAGs
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Link Aggregation Gber mehre Switche hinweg

Proprietare Losungen pro Hersteller

Networks made easy!
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Was ist Stacking?

Das Zusammenfassen von Switchen

Networks made easy!
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SHYOMLIN

Networks made easy!
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Stacking
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Networks made easy!

Zusammenfassen von Switchen zu einem grofien

Nachteil; Mehr ISC als bei MLAG
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Ohne LAG: Link Down

192.168.192.201

10.1.12.61
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Daten 1 Gbit/s

=
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Networks made easy!

192.168.192.51

\| 10.1.12.30
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Networks made easy!

Ohne LAG: Bandbreitenlimit

192.168.192.201

10.1.12.61
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192.168.192.51

Daten 1 Gbit/s ~ 50%
Daten 1 Gbit/s ~ 50% \| 10.1.12.30
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Mit LAG: Link Down

192.168.192.201

10.1.12.61
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Daten 1 Gbit/s
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Networks made easy!

192.168.192.51

10.1.12.30
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Mit LAG: Bandbreitenlimit

192.168.192.201

10.1.12.61
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192.168.192.51

Daten 1 Gbit/s 100%

LAG |

Daten 1 Gbit/s 100% \| 10.1.12.30

:/:,
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Take Home
Messages

11.03.2024

1

LAGs erhohen die Redundanz!

2

Wenn man zwei Links zwischen Switchen
aus Redundanzgriunden baut, nutzt LAGs!

3

Nutzt LACP und RSTP!

NETWORKS

Networks made easy!
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